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HOMELAND SECURITY
COOPERATIVE AGREEMENT (CA)

On behalf of Governor Phil Bryant, this Cooperative Agreement is entered into between the
Department of Public Safety, Office of Homeland Security, hereto referred to as Grantee,
and Madison County, Mississippi, hereto referred to as Subgrantee.

Article I. Purpose

The purpose of this Cooperative Agreement (CA) is to utilize 100% federal funding (no
match required) provided through the Office for Domestic Preparedness, U.S. Department
of Homeland Security to enhance capabilities within the State of Mississippi to respond to
acts of domestic and international terrorism including the use of weapons of mass
destruction. The Department of Public Safety, Office of Homeland Security will
accomplish this by prioritizing and facilitating the delivery and use of federal financial
assistance as identified in the published Office for Domestic Preparedness Homeland
Security Grant Program Guidance (attached). This enables the Subgrantee to exercise
management discretion and control in achieving the specified objectives of this
Cooperative Agreement within the State of Mississippi. It is intended that this partnership
will result in the development of a competent and sustainable system designed to provide
prevention/deterrence and emergency response to a potential terrorism event within the
State.

Article II. Scope of Work

The objectives outlined within the performance period of this Cooperative Agreement will
be supportive of the priorities defined in the State Homeland Security Three-Year Strategic
Plan in the form of equipment, planning, training, exercise, management and administration
funding and shall be in compliance with the Office for Domestic Preparedness Homeland
Security Grant Program Guidance.

Article III. Period of Performance

The period of performance for this Cooperative Agreement shall begin on the date of
acceptance of the SUB-GRANT AWARD execution and shall continue through the period
of SUB-GRANT AWARD unless terminated by the Department of Public Safety. Future
SUB-GRANT AWARDS for supporting the requirements of the jurisdiction may be
awarded under the terms of this agreement through additional sub grants so long as all
signatory officials remain unchanged.
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Article IV. Roles and Responsibilities

A. Local Sub grantee General Guidance

1

The local Subgrantee shall develop and improve their capability to
combat

the affects of a terrorism event. This is accomplished through the
purchase of specialized equipment as identified in the published OJP
selected equipment list or support of planning, exercises or training
activities associated with the prevention, response or recovery from
terrorism incidents.

The chief elected official is responsible for committing to the terms of
this CA, budgeting local funds to purchase equipment or support
jurisdictional exercise, training and planning efforts for executing this
CA on behalf of the Subgrantee’s jurisdiction.

The Sub-Grantee shall designate a Subgrantee public official as the
Subgrantee Grant Administrator (SGA) for developing and attaching the
CA scope of work to Appendices A & B, obtaining project approval from
respective officials, reporting, submitting applications to Grantee,
equipment distribution, training, and obtaining and submitting supporting
documentation and requests for reimbursement on behalf of the
Subgrantee to Grantee for repayment. The SGA shall be responsible
for reporting to the Mississippi Office of Homeland Security
(MSOHS) via the Initial Strategy Implementation Plan (ISIP) and
the Biannual Strategy Implementation Report (BSIR)

B. Local Homeland Security Program Guidance

The Homeland Security Grant Program (HSGP) through the State
Homeland Security Program (SHSP) provides funds for homeland
security and emergency operations planning; the purchase of specialized
equipment to enhance the capability of State and local agencies to
prevent, respond to, and mitigate incidents of terrorism involving the use
of chemical, biological, radiological, nuclear, and explosive (CBRNE)
weapons and cyber attacks; for costs related to the design, development,
and conduct of a State CBRNE and cyber security training programs and
attendance at ODP-sponsored CBRNE training courses; for costs related
to the design, development, conduct, and evaluation of CBRNE and
cyber security exercises; and for costs associated with implementing
State Homeland Security Assessments and Strategies (SHSAS). See
Annex A (Local Homeland Security Program) for specific guidance,
policies, and reporting requirements.
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C. Local Law Enforcement Terrorism Prevention Program Guidance

The HSGP through the Law Enforcement Terrorist Prevention Program
(LETPP) will provide law enforcement communities with funds to support
the following prevention activities: information sharing to pre-empt terrorist
attacks; target hardening to reduce vulnerability of selected high value
targets; recognition of potential or developing threats; interoperable
communications; and intervention of terrorists before they can execute a
threat. These funds may be used for planning, organization, training,
exercises, and equipment. See Annex B (Law Enforcement Terrorism
Prevention Program) for specific guidance, policies, and reporting
requirements.

D. Local Citizen Corps Program Guidance

The HSGP through the Citizen Corps Program (CCP) funds will be used to
support Citizen Corps Councils with planning, outreach, and management of
Citizen Corps programs and activities. The CCP provides the resources
necessary for local jurisdictions and local communities to: 1) bring together
the appropriate leadership to form and sustain a Citizen Corps Council; 2)
develop and implement a plan for the community to engage all citizens in
homeland security, community preparedness, and family safety; 3) conduct
public education and outreach in order to inform the public about their role
in crime prevention, mitigation, emergency preparedness for all hazards, and
public health measures, including bioterrorism, and to encourage personal
responsibility and action; 4) develop and implement Citizen Corps programs
offering training and volunteer opportunities to support first responders,
disaster relief groups, and community safety efforts, to include the federal
programs: Community Emergency Response Teams (CERT), Medical
Reserve Corps(MRC); and 5) coordinate Citizen Corps activities with other
DHS funded programs and other federal initiatives. See Annex C (Local
Citizen Corps Program) for specific guidance, policies, and reporting
requirements.

E. State Grantee

1. The Grantee shall be the Department of Public Safety, Office of
Homeland Security, acting on behalf of the State of Mississippi.

2. The Commissioner of the Department of Public Safety (DPS) or the
Commissioner’s Designee is the state signatory official and shall be the
principal state official responsible for committing the state to the terms
of this agreement. The DPS Commissioner, or his designee acting in the
absence of the Commissioner, will exercise final approval authority of
all Subgrantee applications, grant awards, allocations, and requests for
reimbursements and for ensuring overall Grantee administration.
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3. The DPS, Office of Homeland Security, is designated the Grantee Point-
of- Contact (POC) for assisting the Subgrantee in developing the
authorized equipment purchase list, specialized training requirements,
and for providing overall day-to-day program management.

Article V. Funding Consideration

The Grantee POC will receive and review Subgrantee’s application and forward to the
DPS Commissioner for approval. After approval the Grantee will issue a sub-grant award
letter, which authorizes the Subgrantee to expend local funds and be reimbursed pursuant
to the terms of this CA. Local funds expended prior to the date of the award letter are
not authorized to be reimbursed.

When the Subgrantee has expended funds awarded, the SGA will prepare and submit a
Request for Reimbursement to the Grantee POC. This request shall contain all appropriate
supporting documentation to substantiate expenses made in accordance with all applicable
requirements. The Grantee POC will review the reimbursement package for completeness
and forward to the Grantee Office of the Comptroller for payment.

A. The Grantee will not be liable under this Agreement for any amount
greater than the award allocated by the Office for Domestic Preparedness to
the State for the grant performance period.

B. No cost or obligation shall be incurred by the Grantee under this
Agreement unless and until the Grantee advises the Subgrantee in writing
that the application has been approved and funds are available.

C. Reimbursement will be made by the Grantee to the Subgrantee based on
the Mississippi Subgrantee Reporting Worksheet. Required
documentation must accompany the worksheet.

D. Reimbursement is contingent upon the funds being expended in accordance
with all applicable local and state regulations, as well as Federal guidelines,
and submission for reimbursement made in accordance with DPS
administrative procedures.

E. Subgrantee’s requests for advance of funds to support purchases of
equipment or other expenditures must be requested in writing to the grantee
POC explaining the justification for the request. Reasons, i.e., shortage of
local funds or items not contained in current annual jurisdictional budget
must be accompanied by purchase orders. No request for advance of funds
will be granted for amounts less than $2,500.00.
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F. Subgrantee’s Request for Reimbursement and other required financial reports
will be submitted to the Grantee with a copy of all receipt(s) or invoices
showing that authorized equipment has been paid for in-full by Subgrantee and
attached to an approved grant application.

Article VL. Maintenance, Replacement costs and Use of Equipment

Equipment purchased under the terms of this CA will be stored, maintained and used in
accordance with the purpose and objectives of this Cooperative Agreement. The
equipment may be used for terrorism training and exercise purposes and in response to an
actual terrorism event. If the equipment is used in response to a non-terrorist related event,
then any maintenance or replacement costs will be the sole responsibility of the
Subgrantees.

Article VIIL. Nonperformance

Failure by the Subgrantee to comply with the terms of this Cooperative Agreement may
result in suspension from the program and loss of any outstanding grant fund allocation
balance, as determined by the Grantee. Failure to expend all grant funds awarded (by date
stated on Awards Letter) and to comply with Grantee request and guidelines will result in
the reallocation of unspent grant funds and the immediate redistribution of all equipment
purchased with grant funds. In addition, the failure to maintain adequate response
capability (as determined by the MOHS) will also result in the reallocation of grant funds
and the immediate redistribution of all equipment purchased with grant funds.

Article VIII. Administrative Provisions
A. General

The Grantee and Subgrantee agree to carry out the administrative and financial
requirements of this Agreement in accordance with the policies and procedures
established by the Office for Domestic Preparedness and set forth in other
applicable state and federal guides.

B. Reports

a. Initial Strategy Implementation Plan (ISIP) is a detailed report of
the planned activities associated with ODP grant funding. All
funds provided must be linked to one or more projects, which in
turn must support specific goals or objectives in the State
Homeland Security Strategy.

b. The Biannual Strategy Implementation Report (BSIR) will update
information on obligations, expenditures, and progress made on
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activities noted in the ISIP, and will include an update of all
information submitted in that report.

C. Other Provisions

1. Nothing in this agreement is intended to conflict with current laws or
regulations of Mississippi or your jurisdiction. If a term of this agreement is
inconsistent with such authority, then that term shall be invalid, but the
remaining terms and conditions of this agreement shall remain in full force
and effect.

2. Subgrantee is required to ensure that grant monies are used to support all
Emergency Service related agencies and departments, specifically law
enforcement, fire and rescue. Senior officials of these agencies must sign
this agreement and familiarize themselves with the rules and regulations
governing each grant program. They are encouraged to work together in
determining and prioritizing their needs and requirements prior to submitting
their plan.

3. Subgrantee is required to submit with the signed Cooperative Agreement a
copy of their most recent financial audit.

If the subgrantee (organization/jurisdiction) expends $500,000 or more in
federal funds (from all sources including pass-through sub awards) in the
subgrantee’s (organization/jurisdiction) fiscal year (12-month turnaround
reporting period) is required to have a single organization/jurisdiction wide
audit conducted in accordance with the provisions of the Office of
Management and Budget (OMB) Circular A-133.

4. All final requests for reimbursement must be received in the Mississippi
Office of Homeland Security no later than 45 days after the end date of the
grant award.

5. Subgrantee is required to complete EHP Review as required for Equipment
Purchases and any type of Construction.

6. All subgrantees (and or jurisdictions) must also maintain membership in the
Emergency Management Assistance Compact (EMAC) to facilitate the
mutual aid of capabilities in order to be eligible for Department of
Homeland Security (DHS) grant funding and reimbursement of DHS grant
funds.

7. Effective October 1, 2010 ALL subgrantees are required to have and
furnish a Dun and Bradstreet Data Universal Numbering System
(DUNS) number to the Mississippi Office of Homeland Security as a
component of the Article IX. A DUNS number is the nine digit number
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established and assigned by Dun and Bradstreet, Inc (D&B) to uniquely
identify business entities. If your jurisdiction does not have a DUNS
number one may be obtained from D&B by telephone (currently 866-
705-5711) or the Internet (currently at http://fedgov.dnb.com/webform).
NO GRANT AWARD LETER WILL BE ISSSUED WITHOUT THE
SUB GRANTEE HAVING A DUNS NUMBER.
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Article IX. Execution

IN WITNESS WHEREOF, the parties names herein have duly executed this Cooperative
Agreement on the date set forth below:

SUBGRANTEE: MADISON COUNTY

ATTEST:

By: By:

Clerk Title: President Board of Supervisors
APPROVED AS TO FORM:

By: Date:

County Attorney

ACKNOWLEDGE:

By: By:

Senior Fire Official Senior Law Enforcement Official
By: By:

Emergency Management Director Emergency Medical Services
DUNS Number:

GRANTEE: MISSISSIPPI OFFICE
OF HOMELAND SECURITY

By: Date:
Executive Director
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FISCAL YEAR 2010

HOMELAND SECURITY GRANT PROGRAM
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HOMELAND SECURITY GRANT PROGRAM
FISCAL YEAR 2010

TOTAL AWARD: $ 1,546.00 (CERT Training))

Allowable Equipment Costs

Allowable equipment categories for FY10 HSGP are listed on the web-based Authorized
Equipment List (AEL) on the Responder Knowledge Base (RKB), which is sponsored by
ODP and the Oklahoma City National Memorial Institute for the Prevention of Terrorism
(MIPT) at http://www.rkb.us. The website is designed to provide emergency responders,
purchasers, and planners with a trusted, integrated, online source of information on
products, standards, certifications, grants, and other equipment related information. By
integrating this information, which includes the InterAgency Board’s (IAB) Standardized
Equipment List (SEL) and the AEL from ODP, into one location, responders, vendors,
standards organizations, training facilities, and grant making organizations have a trusted
first source to answering questions such as:

» What equipment is on the market?

« Has it been certified?

« If so, to what standard?

« What training is needed to use it effectively?

« Are there experts available for consultation and questions?

The FY10 HSGP, AEL is housed on the RKB and relies heavily on the SEL developed by
the IAB for Equipment Standardization and Interoperability. The 2010 AEL has been
modified to facilitate cross-referencing of the SEL in an effort to eliminate redundancy.
Both the AEL and SEL are available on the RKB, which also offers an interactive version
that provides links to corresponding SEL items and commercial products. In some cases,
items on the SEL are not allowable under FY10 HSGP or will not be eligible for purchase
unless specific conditions are met. In addition, some items eligible under this grant
program are beyond the scope of the SEL and thus will only appear in the AEL.

Planning Costs Allowable

SHSP funds may be used for a range of homeland security planning activities, including
the following:

Developing and implementing homeland security support programs and adopting

DHS national initiatives including but not limited to the following:
« Costs associated with the implementation and adoption HSPD-8 initiatives
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« Costs associated with the implementation and adoption of NIMS
« Costs associated with the modifying existing incident management and emergency
operations plans to ensure proper alignment with the NRP coordinating structures,
processes, and protocols
» Establishment or enhancement of mutual aid agreements
» Development of communications and interoperability protocols and solutions
« Conducting local, regional, and tribal program implementation meetings
» Developing or updating resource inventory assets in accordance to typed resource definitions
issued by the NIC
* Design state and local geospatial data systems
« Development of related critical infrastructure terrorism prevention activities
including:
o Planning for enhancing security during heightened alerts, during terrorist incidents
and/or during mitigation and recovery
o Public information/education: printed and electronic materials, public service
announcements, seminars/town hall meetings, web postings coordinated through
local Citizen Corps Councils
o Citizen Corps activities in communities surrounding critical infrastructure sites,
including Neighborhood Watch, VIPS, and other opportunities for citizen
participation
o Evaluating CIP security equipment and/or personnel requirements to protect and
secure sites
o CIP cost assessments, including resources (financial, personnel, etc.) required for
security enhancements/deployments.

Develop and enhance plans and protocols, including but not limited to:

« Develop or enhance emergency operations plans and operating procedures

» Develop terrorism prevention/deterrence plans

« Develop plans, procedures, and requirements for the management of infrastructure
and resources related to HSGP and implementation of State or Urban Area
Homeland Security Strategies

» Develop or enhance border security plans

« Develop or enhance cyber security plans

« Develop or enhance cyber risk mitigation plans

« Develop or enhance agriculture/food security risk mitigation, response, and recovery
plans

« Develop public/private sector partnership emergency response, assessment, and
resource sharing plans

« Develop or update local or regional communications plans

« Development of plans to support and assist special needs jurisdictions, such as port
authorities and rail and mass transit agencies

« Development or enhancement of continuity of operations and continuity of
government plans

« Development or enhancement of existing catastrophic incident response and recovery
plans to include and integrate federal assets provided under the NRP.
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Develop or conduct assessments, including but not limited to:
« Conduct point vulnerability assessments at critical infrastructure sites/key assets and
develop remediation/security plans
» Conduct cyber risk and vulnerability assessments
« Conducting assessments and exercises of existing catastrophic incident response and
recovery plans and capabilities to identify critical gaps that cannot be met by
existing local and state resources
« Activities which directly support the identification of specific catastrophic incident
priority response and recovery projected needs
« Activities which directly support the identification and advance preparation of
predesignated temporary housing sites; for example:
o Conducting assessments and studies to identify qualified candidate sites
o Obtaining accurate site surveys and existing utility information
o Coordinating zoning requirements and necessary permits and/or waivers
o Coordinating environmental impact requirements related to a selected site
o Coordinating historic preservation requirements related to a selected site.

Allowable Training Costs

Local jurisdictions may use HSGP funds to enhance the capabilities of state and local
emergency preparedness and response personnel through development of a state homeland
security training program. Allowable training-related costs under ODP grant programs
include: 1) establishment of CBRNE terrorism and cyber security training programs within
existing training academies, universities or junior colleges; and 2) overtime and backfill
costs associated with attendance at ODP-sponsored and ODP approved CBRNE and cyber
security training courses.

The target audience for training courses include emergency preparedness, prevention and
response personnel, emergency managers and public/elected officials within the following
disciplines: firefighters, law enforcement, emergency management, emergency medical
services, hazardous materials, public works, public health, health care, public safety
communications, governmental administrative, cyber security and private security
providers. The homeland security training program should also include training for citizens
in awareness, preparedness, prevention, response skills, and volunteer activities and be
coordinated through state and local Citizen Corps Councils. -

Local jurisdictions are encouraged to adopt current ODP awareness and performance level
courses. In order to deliver these courses, state and local instructors must have been
certified to deliver the course by successfully completing ODP train-the-trainer courses.
Detailed descriptions of ODP courses are included in the ODP CBRNE Training Course
Catalog at http://www.ojp.usdoj.gov/odp/docs/coursecatalog.pdf. Programs of instruction
for these courses will be made available upon request to assist efforts to institutionalize
these training programs at the state and local levels.
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ODP will conduct periodic reviews of all state and urban area training funded by ODP.
These reviews may include requests for all course materials and physical observation of
participation in the funded training. If these reviews determine that courses are outside the
scope of this guidance, grantees will be asked to reimburse grant fund expended in support
of those efforts.

ODP provides the following definitions of key training terms to facilitate a common
understanding of the FY10 HSGP guidance:

« ODP Courses: Those courses developed for and/or delivered by institutions and
organizations funded by ODP.

« Federal Courses Related to CBRNE Terrorism: Those courses developed for and
or delivered by institutions funded by federal entities other than ODP which fall within
the ODP mission scope: of which is to prepare state and local personnel to prevent,
respond to, and recover from acts of terrorism involving CBRNE weapons.

« Non-Federal Courses: Those courses developed for and or delivered by institutions
or organizations other than federal entities or ODP.

In addition, local jurisdictions shall follow accepted principles of instructional systems
design, employing the Analysis, Design, Development, Implementation, and Evaluation
(ADDIE) model or equivalent methodologies. (The ADDIE process is explained in greater
depth in the ODP Blended Learning Strategy available on the ODP website at:
http://www.ojp.usdoj.gov/odp/blendedlearning.) Local jurisdictions shall apply these
methodologies to ensure that complete curriculum exists for training funded by ODP grant.
Complete curriculum consists of:

« Level of Training. The state or urban area will identify the level(s) of training of the
course(s) and materials submitted. Each submission must be identified as Awareness,
Performance-Defense (Occupational Safety and Health Administration (OSHA)
Operations), Performance-Offensive (OSHA Technician), or Planning/Management
(OSHA Incident Command) levels. More detailed descriptions of the levels can be found at
http://www.ojp.usdoj.gov/odp/training.htm or http://www.osha.gov.

« Program of Instruction/Syllabus. The program of instruction or syllabus is an outline or
matrix of the course content. It addresses the scope of the training, course learning
objectives, duration of the training (broken-down by module, session, or lesson), resource
requirements, instructor to student ratio and an evaluation strategy. These items are not all-
inclusive, but are the minimum categories that should be addressed.

« Training Support Package. The training support package includes all of the materials
associated with the delivery of a training course. The following items should be included:

o Instructor Guide/Instructor Outline/Instructor Lesson Plans: The published

instructor material that contains course text and special instructor notes that provides
the information to deliver the material
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o Participant Manual/Guide/Workbook: The published student material that
contains the supporting information in booklet or handout form that the participant
has available for reference
o Audio/Visual Support Materials: Any audio/visual components that are part of any
learning module, session, lesson, or that supports the overall training being delivered
o Special Support Materials: Any descriptions of practical exercises, tabletop
exercises, hands-on exercises, or other material that supports learning objectives

« Module/Session/Lesson Content. Training courses should be designed based on a
building block approach. Each sub-component in the course should be titled as a module,
session, or lesson. Regardless of the title, each module, session, or lesson, should have a
Lesson Administration Page that outlines the following:
o Scope Statement: A brief description of the content of the module, session or
lesson
o Terminal Learning Objectives: An action verb statement that outlines what the
participant is expected to learn or be capable of performing at the conclusion of the
module, session, or lesson. There should be only one terminal learning objective per
module, session, or lesson
o Enabling Learning Objectives: Enabling learning objectives are the incremental
learning objectives that support the terminal learning objective. There should be at
least one enabling learning objective per module, session or lesson. Each enabling
learning objective must be a measurable performance statement that enables the
participant to demonstrate achievement of the terminal learning objective
o Resource List: A listing of the resources needed to successfully accomplish the
module, session, or lesson
o Instructor to Participant Ratio: The instructor to participant requirement for
successful presentation of the material (e.g., 1:25)
o Reference List: A listing of all reference materials used to develop the module,
session, or lesson (This information may also be included as a bibliography).
o Practical Exercise Statement: This describes any exercises associated with the
module, session, or lesson
o Evaluation Strategy: This defines the strategy used to evaluate the module, session,
or lesson (e.g., written and/or performance test).

Conditional Approvals of Non-ODP Courses. In contrast to FY04, no conditional
approvals, in advance of an independent third-party subject matter expert (SME) review,
will be granted in FY10 for use of ODP funds to develop or institutionalize non-ODP
courses. ODP will require local jurisdictions to adhere to a streamlined course approval
process. Please see Appendix E: Overview of Approval Process for Non-ODP Developed
Courses for more information. Courses will either be approved or disapproved following
this review process.

Attending Other Federal Courses Related to CBRNE Terrorism. Local jurisdictions
are no longer required to submit requests for personnel to attend certain Federal courses
that fall within the ODP mission scope of preparing state and local personnel to prevent,
respond to, and recover from acts of terrorism involving CBRNE weapons. In lieu of
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requesting approval, local jurisdictions will be required to submit information on all federal
training they are supporting with ODP funds via the Training section of the ODP website
(http://www.ojp.usdoj.gov/odp/training.htm). This information will consist of course title,
level of the training, the training provider, the date of the course, the number of individuals
to be trained, and the sponsoring jurisdiction.

Several broad categories of courses will automatically be included in the list of eligible
federal courses:

« All NIMS training approved by the NIMS Integration Center (NIC) is eligible for use
of ODP funds.

« All Incident Command System (ICS) training offered through the National Fire
Academy and the Emergency Management Institute is eligible for use of ODP funds.
This guidance applies to resident training, train-the-trainer, and field delivery of
courses.

A list of federal courses that fall within the ODP mission scope is included in Appendix
F: Federal Training Course List.

These courses must build additional capabilities that 1) meet a specific need identified
through the homeland security assessment process, and 2) comport with the State or Urban
Area Homeland Security Strategy.

Federal funds must be used to supplement—not supplant—existing funds that have been
appropriated for the same purpose. Thus, if the state or urban area has already budgeted for
personnel to attend courses, ODP funds may only be used to send additional individuals
above and beyond those previously budgeted.

Eligibility of Hazardous Materials Courses. Hazardous materials courses, including
basic, operations, and technician level courses, are eligible for support through ODP funds
only if the course fully addresses the hazardous materials sections included in the
ODP Emergency Responder Guidelines and the ODP Homeland Security Guidelines for
Prevention and Deterrence. If the hazardous materials course does not fully address the
hazardous materials sections included in the ODP Emergency Responder Guidelines and
the ODP Homeland Security Guidelines for Prevention and Deterrence, then the course is
not considered an allowable use of ODP funds.

The training must not supplant existing resources, but rather must build additional
capabilities above and beyond those that currently exist. Any additional capabilities
pursued through these training opportunities must meet a specific need identified through
the homeland security assessment process and must comport with the State or Urban Area
Homeland Security Strategy.

Eligibility of Search and Rescue, Special Weapons and Tactics (SWAT), and Medical

Trauma Courses. On September 1, 2004, ODP issued Information Bulletin #132 on the
Interagency Security Plan, available at http://www.ojp.usdoj.gov/odp/docs/bulletins.htm. In
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this bulletin, ODP expanded the allowable use of grant funds to support additional training
in the areas of search and rescue, SWAT, and medical trauma provided certain
requirements were met. The following sections provide further detail on these initiatives.

» Eligibility of Search and Rescue Courses: Local jurisdictions shall conduct search and
rescue training in compliance with:

o NFPA 1670, Standard on Operations and Training for Technical Rescue and Search
Incidents

o NFPA 1006, Standard for Rescue Technician Professional Qualifications Only
Urban Search and Rescue (USAR) courses approved by FEMA and delivered by
FEMA-certified providers are eligible for use of ODP funds. A list of these courses
and providers will be maintained by ODP in coordination with FEMA.

The training must not supplant existing resources, but rather must build additional
capabilities above and beyond those that currently exist. Any additional capabilities
pursued through these training opportunities must meet a specific need identified through
the homeland security assessment process and must comport with the State or Urban Area
Homeland Security Strategy.

If the basic, foundational USAR course fully addresses the fire service and or hazardous
materials sections included in the ODP Emergency Responder Guidelines and the ODP
Homeland Security Guidelines for Prevention and Deterrence, no additional CBRNE-
specific training is necessary for eligibility purposes. However, if the foundational USAR
course does not fully address these sections included in the ODP Emergency Responder
Guidelines and the ODP Homeland Security Guidelines for Prevention and Deterrence,
then the student must also complete follow-on CBRNE awareness training within a
reasonable timeframe in order for the USAR course to be considered an allowable use of
ODP funds.

These USAR courses are intended to build a critical capacity at the state and local levels.
The execution of this training in the stated capacity-building context is unrelated to
designation of national USAR teams. Therefore, local jurisdictions and UASI
jurisdictions may not request such designation based on training.

« Eligibility of SWAT Courses: SWAT courses, including basic, foundational courses, are
eligible for support through ODP funds, provided that the training meets the following
requirements:

o The training must not supplant existing resources, but rather must build additional
capabilities above and beyond those that currently exist. Any additional capabilities
pursued through these training opportunities must meet a specific need identified
through the homeland security assessment process and must comport with the State
or Urban Area Homeland Security Strategy.

o Local jurisdictions shall conduct training in compliance with state and local
regulations and policies governing the certification of SWAT personnel.
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o Trainees shall be sworn officers and shall have completed a Basic SWAT school
accredited by the appropriate state-level criminal justice organization.

o Training shall be conducted by instructors certified by a state or national level
criminal justice organization

o The State or Urban Area shall develop and implement a safety plan excluding
service ammunition and weapons from the training site and shall not employ live
chemical agents (to include OC) or impact weapons during the training

o If a foundational SWAT course fully addresses the law enforcement sections
included in the ODP Emergency Responder Guidelines and the ODP Homeland
Security Guidelines for Prevention and Deterrence, no additional CBRNE-specific
training is necessary for eligibility purposes. However, if the foundational SWAT
course does not fully address the law enforcement sections included in the ODP
Emergency Responder Guidelines and the ODP Homeland Security Guidelines for
Prevention and Deterrence, then the student must also complete follow-on CBRNE
awareness training within a reasonable timeframe in order for the foundational
SWAT course to be considered an allowable use of ODP funds.

« Eligibility of Medical Trauma Courses: Medical trauma courses—including basic,
foundational courses—are eligible for support through ODP funds, provided that the
training meets the following requirements:

o The training must not supplant existing resources, but rather must build additional
capabilities above and beyond those that currently exist. Any additional capabilities
pursued through these training opportunities must meet a specific need identified
through the homeland security assessment process and must comport with the State
or Urban Area Homeland Security Strategy.

o Local jurisdictions shall conduct training in compliance with NFPA 473, Standard
Competencies for EMS Personnel Responding to Hazardous Materials Incidents.

o Local jurisdictions shall conduct training in compliance with state and local
regulations and policies governing the certification of EMS providers.

o Local jurisdictions shall coordinate their efforts with the closest MMRS jurisdiction.

o Trainees shall have completed a basic Emergency Medical Technician (EMT)
certification per the state or local accreditation requirements. This type of training
may not be funded with ODP monies.

o If a foundational medical trauma course fully addresses the emergency medical
services sections included in the ODP Emergency Responder Guidelines and the
ODP Homeland Security Guidelines for Prevention and Deterrence, no additional
CBRNE-specific training is necessary for eligibility purposes. However, if the
foundational medical trauma course does not fully address the emergency medical
services sections included in the ODP Emergency Responder Guidelines and the
ODP Homeland Security Guidelines for Prevention and Deterrence, then the student
Must also complete follow-on CBRNE awareness training within a reasonable
timeframe in order for the foundational medical trauma course to be considered an
allowable use of ODP funds.

A-1-17



Evaluation of ODP Training Courses. The goal of evaluating ODP training courses is to
determine how much a participant’s knowledge, skills, and abilities change after
completion of a course relative to knowledge, skills, and abilities prior to the class. ODP
utilizes a self-assessment methodology and collects information via a standardized
evaluation form. The form is designed to gather data about the course and participant,
including data such as the participant’s professional discipline and years of service.
Additionally, the evaluation measures the participant’s knowledge relative to a set of
standardized learning objectives both before and after taking the course.

If a state or local jurisdiction uses ODP funds to provide ODP-approved courses, the
state or local jurisdiction must use the standard evaluation form to collect data about the
course and its participants. An ODP-approved course is defined as one developed by the
state or local jurisdiction and approved by ODP for delivery. If the state or local
jurisdiction receives training through its ODP course allocation, the training partner
delivering the course is responsible for data collection and entry. Similarly, if the state or
local jurisdiction enters into a direct contract with one of the ODP training partners,
training partner is still responsible for the data collection and entry function.

However, if the ODP-sponsored course is delivered by a state or local organization, the
course provider is responsible for collecting data on the course and its participants. As part
of the course approval process, the course developer establishes a set of course objectives
directly tied to the course content. The objectives are incorporated into the standardized
course evaluation form. Course participants are required to complete all fields and the
course instructor is responsible for ensuring that all forms are complete. Course providers
are granted access to and enter data into the ODP Secure Portal. Costs related to developing
and administering the self-assessment and collecting information via a standardized
evaluation form is allowable.

Allowable Exercise Costs

Exercises conducted with ODP support (grant funds or direct support) must be managed
and executed in accordance with the Homeland Security Exercise and Evaluation Program
(HSEEP). HSEEP Volumes I-1II contain guidance and recommendations for designing,
developing, conducting, and evaluating exercises. HSEEP Volumes I-III can be found at
ODP’s website at http://www.ojp.usdoj.gov/odp/exercises.htm. Volume IV, which contains
sample exercise materials and documents, can be found on ODP’s Secure Portal at
https://odp.esportals.com or http://www.llis.gov.

Exercise Planning Workshop. Local jurisdictions must conduct an annual Exercise
Planning Workshop (EPW) to examine the progress and effectiveness of their current
exercise strategy and program. A Multiyear Exercise Plan and schedule must be produced
from the EPW and submitted through ODP’s Secure Portal Exercise Scheduler located at
https://odp.esportals.com. Refer to HSEEP Volume III, Chapter 2 for further guidance

on EPWs and the Multiyear Exercise Plan and schedule.

A-1-18



Exercise Scenarios. The scenarios used in SHSP, UASI, and LETPP-funded exercises
must be terrorism-related and based on the state’s/urban area’s homeland security strategy
and plans. Acceptable scenarios for exercises include: chemical, biological, radiological,
nuclear, explosive, cyber and agricultural. Grantees that need further clarification on
scenarios should consult with their ODP Exercise Manager for assistance and/or approval.
Fifteen all-hazards National Planning Scenarios, including twelve terrorism scenarios, have
been developed, and will be made available for use in national, federal, state, and local
homeland security preparedness activities. Citizen participation in exercises is encouraged
to include back filling non-professional tasks for first responders deployed on exercise,
administrative and logistical assistance with exercise implementation, and providing
simulated victims, press, and members of the public. Citizen participation in exercises
should be coordinated with local Citizen Corps Council(s).

Grantees that wish to expend funds on models, simulations, or games (MS&G) must consult
with “Review of Models, Simulations, and Games for Domestic Preparedness Training and
Exercising, Volume III,” which provides an overview and analysis of existing models,
simulations and games. This report is available at
http://www.ojp.usdoj.gov/odp/exercies.htm

Grantees must justify the purchase and use of a given MS&G product/service, by a)
documenting the training and/or exercise objective(s), b) documenting how the selected
product/service will support those objectives, and c¢) justification for the chosen product
category (potentially referring to Volume III benefits/limitations). The form for this
justification can be found at http://www.ojp.usdoj.gov/odp/exercises.htm.

If a state or urban area will be hosting an upcoming special event (e.g., Superbowl, G-8
Summit, etc.), or they anticipate that they will apply to be a venue for a future Top
Officials (TOPOFF) exercise, they should plan to use SHSP or UASI funding to fund
training and exercise activities in preparation for that event.

All tabletop exercises (TTXs), drills, functional exercises (FEs), and full-scale exercises
(FSEs) will be evaluated and performance based. An After Action Report (AAR) and
Improvement Plan will be prepared and submitted to DHS/ODP following every TTX,
drill, FE, and FSE. AAR/IPs must be provided to ODP within 60 days following
completion of each exercise (sce HSEEP Volume II, Appendix A). Currently, these
AAR/IPs can be submitted through the ODP Secure Portal. However ODP is working with
other agencies to develop a national reporting system. A state or local jurisdiction that
conducts an exercise using SHSP, UASI, and LETPP funds must follow the HSEEP
doctrine and protocol contained in Volume II.

Local jurisdictions are encouraged to develop a self-sustaining State Homeland Security
Exercise and Evaluation Program which is modeled after the national HSEEP. This may
include, for example: hiring dedicated exercise program staff, awareness seminars on
HSEEP, attending exercise training courses, and maintaining a system to track the
completion and submission of AARs and Improvement Plans from exercises (including
costs associated with meeting with local units of government to define procedures).
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Allowable Management and Administrative Costs

All programs within HSGP have allowable M&A costs for both the state-level as well as
the local unit of government, urban area, or designated subgrantee.

« SHSP, UASI, LETPP, CCP, MMRS: No more than 3% of the total amount
allocated to the state for each program within HSGP may be retained at the state level
and used for M&A purposes. These state M&A funds must be included in the total
funds retained by the state. In addition, local jurisdiction subgrantees may retain and
use up to 2.5% of their subaward from the state for local M&A purposes with the
permission of the Mississippi Office of Homeand Security. Note: M&A costs are
not allowed for either the state or designated recipients for UASI
allocations to nonprofit organizations.

Unauthorized Program Expenditures

Unauthorized program expenditures include: 1) expenditures for items such as general use
software (word processing, spreadsheet, graphics, etc), general-use computers (other than
for allowable M&A activities, or otherwise associated preparedness or response functions)
and related equipment, general-use vehicles, licensing fees, weapons systems and
ammunition; 2) activities unrelated to the completion and implementation of the SHSP; 3)
other items not in accordance with the Authorized Equipment List or previously listed as
allowable costs; and, 4) construction or renovation of facilities.
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Designation of Subgrantee Grant Administrator (SGA) STATE
HOMELAND SECURITY PROGRAM

The following person is officially appointed to represent your jurisdiction as the
Subgrantee Grant Administrator (SGA) and is hereby duly authorized to fulfill the terms of
this Cooperative Agreement during the performance period on behalf of the Subgrantee.

Name: Title:
(Subgrantee Grant Administrator)

Organization Name:

Mailing Address:

City: Zip Code

Telephone Number: ()

Cellular Number: ()

Fax Number: ()

Pager Number: ()

Email Address:

Appointed by: President Board of Supervisors

Signature:

Date:

(Print Name)

Title:
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LOCAL HOMELAND SECURITY PROGRAM

Subgrantee will prepare a narrative statement in the Scope of Work
describing how the jurisdiction will use allocated funds to support
the defined projects and objectives from the State’s Homeland
Security Strategy.

These funds may be used for homeland security and emergency
operations planning; the purchase of specialized equipment to
enhance the capability of local agencies to prevent, respond to, and
mitigate incidents of terrorism involving the use of chemical,
biological, radiological, nuclear, and explosive (CBRNE) weapons
and cyber attacks; attendance at ODP-sponsored or approved
CBRNE training courses; for costs related to the design,
development, conduct, and evaluation of CBRNE and cyber security
exercises; and for costs associated with implementing State
Homeland Security Strategy.

ALLOWABLE PROJECTS, GOALS & OBJECTIVES:

PROJECT:

Establish/enhance a terrorism intelligence/early warning system, center, or task
force.

GOAL:

Increase jurisdiction participation with multi-level intelligence components/agencies
to deter/prevent WMD/Terrorism incidents




Objectives:

Provide Intel gathering and information sharing capabilities to 50% of local jurisdictions
within 3 years after approval of state strategy.

Develop a joint 24-hour emergency notification system for first responders and others
who are in a critical, need-to-know position. This includes the Health Alert Network
(HAN) and DPS information dissemination to local law enforcement within 3 years after
approval of state strategy.

PROJECT
Establish/enhance statewide deterrence/prevention and response efforts.
GOAL:

Reduce Mississippi’s vulnerability to terrorism through preparedness and
protective efforts.

Objectives:

Create, implement, and maintain terrorism preparedness plans consistent with the
National Response Plan (NRP) and provide advice, assistance, training, and oversight to
local governments in the development of such plans within 3 years after approval of state
strategy.

Improve by 5% the number of emergency responders prepared to respond to
WMD/CBRNE incidents, including hoaxes and suspicious packages within 3 years of the
approval of the state strategy.



Fiscal Year 2010 State Domestic Preparedness Equipment
Program
Equipment Purchase Budget Detail Worksheet and
Impact of Funding Table

Jurisdiction:

Category Item Quantity Total Items to Each Allocation to Each
Cost Discipline (s) Discipline (s)

Personal Protective
Equipment

Explosive Device
Mitigation and
Remediation
Equipment

CBRNE Search &
Rescue Equipment

Interoperable
Communication
Equipment

Detection Equipment

Decontamination
Equipment

Physical Security
Enhancement
Equipment

Terrorism Incident
Prevention
Equipment

CBRNE Logistical
Support Equipment

CBRNE Incident
Response Vehicle

Medical Supplies
and Limited Types of
Pharmaceuticals

CBRNE Reference
Materials

Agricultural
Terrorism
Prevention,
Response and
Mitigation Equipment
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CBRNE Response
Watercraft

CBRNE Aviation
Equipment

Cyber Security
Enhancement
Equipment

Intervention
Equipment

Other Authorized
Equipment

Total:

List of Suggested Abbreviations

LE - Law Enforcement

EMS-FB - Emergency Medical Services (Fire Based)
EMS-NFB — Emergency Medical Services (Non Fire Based)
EMA - Emergency Management

FS - Fire Service

HZ - HAZMAT

PW - Public Works

PH - Public Health

GA - Governmental Administrative

PSC - Public Safety Communications

HC - Health Care

Ag — Agriculture

CS - Cyber Security




Fiscal Year 2010

Planning Budget Detail Worksheet

State: Mississippi Date:
Jurisdiction:
Planning Total:

Planning Budget Category Item Amount

Personnel
(Full, Part-time)

Sub-Total:

Contractors/Consultants

Sub-Total:

Travel

Sub-Total

Overtime/Backfill

Sub-Total:

Meeting Expenses

Sub-Total:

Office Equipment

Sub-Total:

Supplies

Sub-Total:

Total Jurisdictional Allocation:
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Fiscal Year 2010

Training Budget Detail Worksheet

State: Mississippi Date:
Jurisdiction:
Training Total:

Training Budget Item Amount
Category :

Personnel

(Full, Part-Time)

Sub-Total:

Contractors/Consultants

Sub-Total:

Overtime/Backfill

Sub-Total:

Travel

Sub-Total:

Supplies

Sub-Total:

Other ltems

Sub-Total:

Total Allocation:
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Fiscal Year 2010

Exercise Budget Detail Worksheet

State: Mississippi Date:
Jurisdiction:
Exercise Total:

Exercise Budget Item Amount
Category

Personnel

(Full, Part-Time)

Sub-Total:

Contractors/Consultants

Sub-Total:

Overtime/Backfill

Sub-Total:

Travel

Sub-Total:

Supplies

Sub-Total:

Other Items

Sub-Total:

Total Allocation:
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Fiscal Year 2010

Administrative Budget Detail Worksheet

State: Mississippi Date:
Jurisdiction:
Administrative Total:

Administrative Budget Category Item Amount

Personnel
(Full, Part-time)

Sub-Total:

Contractors/Consultants

Sub-Total:

Travel

Sub-Total:

Meeting Expenses

Sub-Total:

Office Equipment

Sub-Total:

Supplies

Sub-Total:

Total Jurisdictional Allocation:
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